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DataLocker: Endpoint
encryption product
developer’s time

has come
FEATURED STORY  THIRDCERTAINTY STAFF

By Rodi​ka Tollef​son, ThirdCertainty

As encryp​tion of data at rest becomes
a stan​dard prac​tice to pro​tect against data breach​es, the secu​ri​ty of
end​points, such as exter​nal media stor​age, can prove quite complicated.

One ven​dor that’s been try​ing to solve that prob​lem is Dat​aLock​er—a Kansas
City-based, grow​ing tech com​pa​ny that got start​ed with a chance
ele​va​tor meeting.

“Our core guid​ing prin​ci​ple is what we call ‘sim​ply secure.’ We want​ed to
devel​op a prod​uct that was easy to use,” says Dat​aLock​er co-founder and CEO
Jay Kim.

Secu​ri​ty & Pri​va​cy News Roundup: Stay informed of key pat​terns
and trends

DataLocker’s line of prod​ucts includes encrypt​ed exter​nal hard dri​ves and flash
dri​ves and self-encrypt​ing, record​able CDs and DVDs. All are “plug and play”
media that don’t require instal​la​tion of spe​cial software.

“We take the biggest root cause of data breach​es out of the equa​tion, which is
human error,” Kim says.

http://web.archive.org/web/20181116235633/http://thirdcertainty.com/featured-story/datalocker-endpoint-encryption-product-developers-time-has-come/#
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CEO Jay Kim demos a prod​uct
pro​to​type at CES 2008.

The hard dri​ves, which can hold as much as 2 ter​abytes of data, come with
a touch-screen con​trol pan​el, are plat​form-inde​pen​dent, and can con​nect to
any type of com​put​er system.

“The secret sauce behind our hard dri​ve is the fact that you authen​ti​cate and
admin​is​ter the device at the device lev​el itself,” Kim says.

In 2013, Dat​aLock​er added a cloud-encryp​tion gate​way, called Sky​Crypt, for
encrypt​ing data in cloud apps such as Drop​box. And soon, it will launch its
newest offer​ing, an encryp​tion-man​age​ment plat​form (Dat​aLock​er EMP), which
will allow users to remote​ly man​age all their encrypt​ed USB-based endpoints.

“We are try​ing to grow. At the heart of it, we’re a prod​uct-devel​op​ment
company—that’s in our DNA,” Kim says.

A start​up Cin​derel​la story

Jay Kim was run​ning a fam​i​ly phar​ma​ceu​ti​cals busi​ness and also was involved
in steel fab​ri​ca​tion when he took a busi​ness trip to South Korea in the fall of
2007. He was meet​ing a friend, who intro​duced him to anoth​er friend in
an elevator.

“My bud​dy here is an inven​tor,” the friend said. “He has a great inven​tion,
would you like to look at it?”

Kim says he didn’t know any​thing about data secu​ri​ty or encryp​tion, but
became con​vinced that the inven​tor, David Kim (no rela​tion), was on to
some​thing. So he divest​ed of his real estate port​fo​lio and invest​ed in what
would become DataLocker.

Two months lat​er, thanks to a serendip​i​tous can​cel​la​tion, Dat​aLock​er
man​aged to get a booth at the 2008 Con​sumer Elec​tron​ics Show in Las Vegas.
Kim hired a hand​ful of interns, cre​at​ing sales col​lat​er​al and mak​ing hasty
copies on the way to the airport.

Back in 2008, encryp​tion was not a com​mon​ly
used word.

“Very few peo​ple tru​ly under​stood what it meant,” Kim says.

Yet the crowd’s response was high​ly enthu​si​as​tic. MSNBC even named
Dat​aLock​er one of the top busi​ness prod​ucts at CES, and short​ly after the
phone began ringing.

There was just one small prob​lem. Two months after ship​ping the first orders,
the com​pa​ny got a call from a Unit​ed King​dom cus​tomer. The company’s
foren​sics per​son hacked the device in five min​utes. The device wasn’t tru​ly
encrypt​ed, pro​tect​ed instead by a password.



“We basi​cal​ly had a diary lock on a hard dri​ve, a very sim​ple diary lock,”
he says.

Faced with the deci​sion of either invest​ing much more mon​ey into mak​ing
a tru​ly encrypt​ed prod​uct, or call​ing it quits, Kim chose the for​mer. Dat​aLock​er
went into full research and devel​op​ment mode for more than two years,
com​ing out of R&D in 2010.

Dat​aLock​er has been grow​ing 70 per​cent every year since.

It had sev​er​al oth​er “ele​va​tor moments” along the way.

Through one of Kansas state’s entre​pre​neur pro​grams, Kim met men​tor Gary
Fish, founder of Fish​Net Secu​ri​ty. Dur​ing a break​fast meet​ing, Kim told him
about his com​pa​ny and was asked by Fish how much fund​ing he needed.

Two weeks lat​er, Fish called back to offer $1.2 mil​lion in invest​ment from him
and two others.

“This is in 2010, when not many investors were writ​ing checks,” Kim says.

Enter​ing growth mode

The com​pa​ny has been prof​itable since 2013, and Kim no longer con​sid​ers it
a start​up. Its prod​ucts are used for stor​ing and trans​port​ing any​thing from
foren​sic evi​dence col​lect​ed in the field and tac​ti​cal satel​lite imagery, to
med​ical images.

The mil​i​tary was among DataLocker’s first cus​tomers, and still one of
the largest.

As Dat​aLock​er was enter​ing the mar​ket, the U.S. gov​ern​ment banned the use
of flash dri​ves after a major hack​ing inci​dent. Some​one had used an
unau​tho​rized USB dri​ve on a secured network.

“But they approved the use of USB hard dri​ves. So that real​ly opened the door
for us,” Kim says. “We had the right prod​uct at the right time.”

In 2011, Dat​aLock​er became the first ven​dor to receive FIPS 140–2
cer​ti​fi​ca​tion from the Nation​al Insti​tutes of Stan​dards and Tech​nol​o​gy—and
accord​ing to Kim, it’s still the only one to have the cer​ti​fi​ca​tion for the entire
device. (FIPS 140–2 is a U.S. gov​ern​ment secu​ri​ty stan​dard for
cryp​to​graph​ic modules).

The com​pa​ny does busi​ness in 20 coun​tries, and cur​rent​ly has 22 employees.

With the upcom​ing launch of the Dat​aLock​er EMP—which Kim expects out in
a few weeks—the com​pa​ny is tap​ping into new ways to deliv​er
encryp​tion security.



Next up? Most like​ly mobile devices.

“The roadmap for us is, what’s the next place where peo​ple store their data?”
Kim says. “At the end of the day, we’re pro​tect​ing the data that’s stored from
unau​tho​rized use, whether it’s on the phone, flash dri​ve, Drop​box (etc.).”

With addi​tion​al report​ing by Byron Acohido

More on emerg​ing best practices
Encryp​tion rules ease retail​ers’ burden
Track​ing priv​i​leged accounts can thwart hackers
Impen​e​tra​ble encryp​tion locks down Inter​net of Things
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